United States Environmental Protection Agency
Criminal Investigation Division

Case Number Investigative Activity Report

0500- 0614

Case Title: ] Reporting Office: )
Village of Crestwood, IL Chicago, IL, Area Ofice
Subject of Report: Activity Date:

| mgi ng Report June 25, 2009

Copies to: Related Files:

Reporting Official and Date: Approving Official and Date:
DIEE. S DRI S C
30-JUL-2009, Signed by SRS <° 03-SEP-2009, Approved by: (S NRIGIEEE S~C
SYNOPSI S

On June 25, 2009 the National Conputer Forensics Lab (NCFL) team nenbers,
SA DI 2d SA DI -rovided conputer forensic support
in the execution of a federal search warrant at the offices of Burke

Engi neering, Oland Park, IL.

DETAI LS

On June 25, 2009 the search warrant was executed at the offices of Burke
Engi neering, Oland Park, IL. During the execution of the warrant, the
bel ow descri bed conputers were forensically copied (inmaged). No original
conmputers or storage nmedia were seized.

System #1

Primary Known User / Purpose: Conpany President
Location Found: O fice Building at Site, RoomE PC 1
Make and Model: Dell D nenson 2400

System Serial No.: 2K0V241

Hard Drive Make/ Model Maxtor Dr40-6L 40 GB

Hard Drive Serial No.: MX6L040J2

Syst em #2

Pri mary Known User / Purpose: Ofice Manager
Location Found: O fice Building at Site, RoomF PC 1
Make and Model : Dell Denension 2400

System Serial No.: FJOV241

Hard Drive Make/ Model Seagate 40 GB

Hard Drive Serial No.: 3JX4FGHG

Syst em #3

Pri mary Known User / Purpose: Ofice Manager

Location Found: O fice Building at Site, RoomF Laptop 1
Make and Mbdel : Everexs SA 2053T
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System Serial No.: 8P7327869
Hard Drive Make/ Model Fujitsu 100 GB
Hard Drive Serial No.: NWAE77229YFB

System #4

Primary Known User / Purpose: [BIISHIINNEEEE
Location Found: Ofice Building at Site, RoomH PC 1
Make and Model : Dell XPS 400

System Serial No.: 92Q65B1

Hard Drive Make/ Model Western Digital 320 GB

Hard Drive Serial No.: WCAPD1536775

System #5

Primary Known User / Purpose: Engi neer

Location Found: O fice Building at Site, RoomU PC 1
Make and Model: Dell Denension 3100

System Serial No.: D772z91

Hard Drive Make/ Mbdel Sanmsung 160 GB

Hard Drive Serial No.: SODFJ1FL356436

Syst em #6

Primary Known User / Purpose: Engi neer

Location Found: Ofice Building at Site, RoomU USB 1
Make and Model: Mcro Center

System Serial No.: NA

Hard Drive Make/ Model 2 GB

Hard Drive Serial No.: NA

Syst em #7

Pri mary Known User / Purpose: Engi neer

Location Found: O fice Building at Site, RoomV PC 1
Make and Model : Dell Denension 2400

System Serial No.: H8J4M31

Hard Drive Make/ Mbdel Maxtor 40 GB

Hard Drive Serial No.: 2F040L0710651

System #8

Primary Known User / Purpose: IS
Location Found: O fice Building at Site, Room X PC 1
Make and Model: Dell Inspiron

System Serial No.: G3JG/M\81

Hard Drive Make/ Model Fujitsu 40 GB
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Hard Drive Serial No.: NT26T5B2WJ77

System #8

Primary Known User / Purpose: Unknown

Location Found: O fice Building at Site, Room AD PC 1
Make and Model : Dell Denension 3000

System Serial No.: BP2KY51

Hard Drive Make/ Model Western Digital 40 GB

Hard Drive Serial No.: WAJC2289227

System #9

Primary Known User / Purpose: Server Logical Files

Location Found: O fice Building at Site, Room AD Sever 1 &3
Make and Model: Dell Power Edge 2600

System Serial No.: NA

Hard Drive Make/ Model N A

Hard Drive Serial No.: NA

The forensics copies (imges) are stored at the NCFL, Jacksonville, FL.
The forensic analysis of the evidence will be assigned to an NCFL Agent.
The results of the forensic analysis will be reported via a separate | AR
upon conpl eti on.
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